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Cyberbullying

Cyberbullying can range from embarrassing or cruel online posts or digital pictures to online threats, harassment, and
negative comments, to stalking through emails, websites, social media platforms and text messages.

Every age group is vulnerable to cyberbullying, but teenagers and young adults are common victims. Cyberbullying is a
growing problem in schools and has become an issue because the internet is fairly anonymous, which is appealing to
bullies because their intimidation is difficult to trace. Unfortunately, rumors, threats and photos can be disseminated
online very quickly.

Help protect kids against cyberbullying with these tips:

Limit where your children post personal information

Be careful who can access contact information or details about your children’s interests, habits or employment to
reduce their exposure to bullies that they do not know. Limiting the information about them online may also limit their
risk of becoming a victim and may make it easier to identify the bully if they are victimized.

Avoid escalating the situation

Responding with hostility is likely to provoke a bully. Depending on the circumstances, consider ignoring the issue.
Often, bullies thrive on the reaction of their victims. If you or your child receives unwanted email messages, consider
changing your email address. The problem may stop. If you continue to get messages at the new account, you may have
a strong case for legal action.

Document cyberbullying
Keep a record of any online activity (e.g., emails, web pages, social media posts), including relevant dates and times.
Keep both an electronic version and a printed copy of each document.

Block and report on social media
If the bullying occurs on social media, block the person any platforms and in email. Report the incident to the website;
many social media platforms and other websites encourage users to report incidents of cyberbullying.

Report cyberbullying to the appropriate authorities

If you are experiencing cyberbullying yourself — or if your child is being bullied or threatened online, report the activity
to the local authorities. Your local police department or FBI branch are good starting points. There is a distinction
between free speech and punishable offenses. Law enforcement officials and prosecutors can help sort out legal
implications. It may also be appropriate to report it to school officials who may have separate policies for dealing with
activity that involves students.



e If the communications become more frequent, the threats more severe, the methods more dangerous and if
third-parties (such as hate groups and sexually deviant groups) become involved—the more likely law
enforcement needs to be contacted and a legal process initiated.

How to Report Cyberbullying on Social Media and Gaming Platforms

e |nstagram

e Twitter

e TikTok

e YouTube

e Reddit

e Snapchat: WikiHow, Parent’s Guide, Wellness Guide
e Twitch

e Discord

e Steam: Community Page
e Epic Games

o Xbox

e Playstation

e Facebook: more info

e LinkedIn
e Pinterest
e WhatsApp

Additional Resources

e StopBullying.gov

e CyberSmile: Bullying and Cyberbullying Helplines

e R;pple Suicide Prevention

e The Sandbox at Madeline’s Place

e  Cyberbullying.org: Cyberbullying Resource Center

e RAINN: How to Filter, Block, and Report Harmful Content on Social Media

e The Smart Talk

e Back to School Anti- Cyberbullying: Parents and teachers can watch this video with elementary school children
e Troubleshooting Central: Cyberbullying Statistics to Know
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The information provided in the MS-ISAC Monthly Cybersecurity Tips Newsletter is intended to increase the security awareness of an organization's
end users and to help them behave in a more secure manner within their work environment. While some of the tips may relate to maintaining a
home computer, the increased awareness is intended to help improve the organization's overall cyber security posture. This is especially critical if
employees access their work network from their home computer. Organizations have permission and are encouraged to brand and redistribute this
newsletter in whole for educational, non-commercial purposes.

Disclaimer: These links are provided because they have information that may be useful. The Center for Internet Security (CIS) does not warrant the
accuracy of any information contained in the links and neither endorses nor intends to promote the advertising of the resources listed herein. The
opinions and statements contained in such resources are those of the author(s) and do not necessarily represent the opinions of CIS.


https://help.instagram.com/426700567389543
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&cad=rja&uact=8&ved=2ahUKEwi3rtGPzfP4AhWDFFkFHYWhC1IQFnoECA4QAw&url=https%3A%2F%2Fhelp.twitter.com%2Fen%2Fusing-twitter%2Fblocking-and-unblocking-accounts&usg=AOvVaw1CCvSEM5C_PjHM2_5Ag3RV
https://www.tiktok.com/safety/en/bullying-prevention/
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&cad=rja&uact=8&ved=2ahUKEwiO5rSrzfP4AhURD1kFHU7EA18QFnoECCAQAQ&url=https%3A%2F%2Fsupport.google.com%2Fyoutube%2Fanswer%2F9482361%3Fhl%3Den&usg=AOvVaw3qlVQaVqFx6MjiwmJKcvxs
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&cad=rja&uact=8&ved=2ahUKEwiwmaGNzvP4AhXuF1kFHVncC0cQFnoECAMQAQ&url=https%3A%2F%2Freddit.zendesk.com%2Fhc%2Fen-us%2Farticles%2F214548323-How-do-I-block-someone-&usg=AOvVaw0_7ZaXwW5KtNjXTK5LcKbQ
https://support.snapchat.com/en-US/a/safety-tips-resources
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&cad=rja&uact=8&ved=2ahUKEwjevOa0zfP4AhUCEmIAHWaPDGQQFnoECBIQAw&url=https%3A%2F%2Fwww.wikihow.com%2FBlock-Someone-on-Snapchat&usg=AOvVaw38e2OVu-kRkRSsPdeOq1XS
https://staysafeonline.org/wp-content/uploads/2022/08/Parents-Guideto-Snapchat_English.pdf
https://staysafeonline.org/wp-content/uploads/2022/08/Snapchat-Wellness-Guide.pdf
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&cad=rja&uact=8&ved=2ahUKEwiV1p7PzfP4AhXWFFkFHXW4BTAQFnoECA0QAw&url=https%3A%2F%2Fhelp.twitch.tv%2Fs%2Farticle%2Fhow-to-manage-harassment-in-chat%3Flanguage%3Den_US&usg=AOvVaw29NHq7TWE47CBiD2ruw_Sc
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&cad=rja&uact=8&ved=2ahUKEwjIi9LWzfP4AhVzM1kFHQkAD1AQFnoECA0QAw&url=https%3A%2F%2Fwww.pcworld.com%2Farticle%2F632956%2Fhow-to-report-and-block-someone-on-discord.html&usg=AOvVaw1EW6xlRM7EXiqwxW6epN_l
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&cad=rja&uact=8&ved=2ahUKEwj0i6650PP4AhVyj4kEHQ5XBUkQFnoECAkQAw&url=https%3A%2F%2Fgamertweak.com%2Fblock-unblock-user-steam%2F&usg=AOvVaw37IkEUr6li2390dK23rvXT
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&cad=rja&uact=8&ved=2ahUKEwj0i6650PP4AhVyj4kEHQ5XBUkQFnoECAcQAQ&url=https%3A%2F%2Fsteamcommunity.com%2Fdiscussions%2Fforum%2F1%2F541906989408353428%2F&usg=AOvVaw0NZ8kg9_C8WCu4WwrqGNzu
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&cad=rja&uact=8&ved=2ahUKEwi92YzH0PP4AhXnjYkEHYM-A8IQFnoECAgQAw&url=https%3A%2F%2Fwww.epicgames.com%2Fhelp%2Fen-US%2Fepic-games-store-c73%2Fepic-accounts-c115%2Fblock-and-unblock-a-friend-in-the-epic-games-launcher-a7919&usg=AOvVaw17CshOUxDv9-14Nj4G68Fa
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&cad=rja&uact=8&ved=2ahUKEwjA7tXM0PP4AhUjk4kEHZZtA3IQFnoECAoQAw&url=https%3A%2F%2Fsupport.xbox.com%2Fen-US%2Fhelp%2Ffriends-social-activity%2Ffriends-groups%2Fblock-or-mute-other-player&usg=AOvVaw3VcCfzvb7U-ChLGVWV0jp8
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&cad=rja&uact=8&ved=2ahUKEwijrp3S0PP4AhVjkIkEHf0aC28QFnoECAsQAw&url=https%3A%2F%2Fwww.playstation.com%2Fen-us%2Fsupport%2Faccount%2Fblock-players-psn%2F&usg=AOvVaw0r-YSPF09UVbX39_nhFGnB
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&cad=rja&uact=8&ved=2ahUKEwiovYfezfP4AhUVFlkFHbWyBNEQFnoECBQQAQ&url=https%3A%2F%2Fwww.facebook.com%2Fhelp%2F573359136015141&usg=AOvVaw29mw1uEaT0VSTolbmD5hWg
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&cad=rja&uact=8&ved=2ahUKEwiovYfezfP4AhUVFlkFHbWyBNEQFnoECA8QAw&url=https%3A%2F%2Fwww.facebook.com%2Fhelp%2F168009843260943&usg=AOvVaw03p_oKg4-ltC4u80jER5N2
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&cad=rja&uact=8&ved=2ahUKEwis2NztzfP4AhWVGVkFHSfkCu8QFnoECAkQAw&url=https%3A%2F%2Fwww.linkedin.com%2Fhelp%2Flinkedin%2Fanswer%2F47081%2Fblock-or-unblock-a-member%3Flang%3Den&usg=AOvVaw3e9rOdvSZm8UzlLrhgPzsO
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&cad=rja&uact=8&ved=2ahUKEwjip87zzfP4AhXGElkFHQcPCE8QFnoECAgQAw&url=https%3A%2F%2Fhelp.pinterest.com%2Fen%2Farticle%2Fblock-or-unblock-someone&usg=AOvVaw1dfDGfVSTBmDPVPZAVdTPq
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&cad=rja&uact=8&ved=2ahUKEwiXudXAzvP4AhWME1kFHeYuD9AQFnoECAsQAw&url=https%3A%2F%2Ffaq.whatsapp.com%2Fandroid%2Fsecurity-and-privacy%2Fhow-to-block-and-unblock-a-contact%2F%3Flang%3Den&usg=AOvVaw1rbE1wBFe3hUQNc_9RjgQD
https://www.stopbullying.gov/
https://www.cybersmile.org/advice-help/category/who-to-call
https://www.ripplesuicideprevention.com/
https://www.thesandboxatmadelinesplace.org/
http://www.cyberbullying.us/
https://www.rainn.org/articles/how-filter-block-and-report-harmful-content-social-media
https://thesmarttalk.org/
https://youtu.be/wlTA1s8F42M
https://www.troubleshootingcentral.com/cyberbullying-statistics/
https://staysafeonline.org/resources/securing-smart-speakers-and-digital-assistants/
https://staysafeonline.org/resources/securing-smart-speakers-and-digital-assistants/

